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Risk no, title, |Risk Description (Cause, Event, Impact) Current Risk Rating & Score  |Risk Update and date of update Target Risk Rating & Score Target Current
creation date, Date/Risk | Risk score
owner Approach change

indicator

CRO1 Cause - Lack of appropriate planning, leadership and 12 Risk is on going - Castellan ( 8 30-Sep- =
Resilience Risk |coordination O formerly Clearview ) BC management 2024

Event - Emergency situation related to terrorism or other g tool continues to be implemented g 0O

serious event/major incident is not managed effectively T rollout has begun across Col depts — | =

Effect - Major disruption to City business, failure to 3 Continues 17/01/2024 3

support the community, assist in business recovery. Impact Impact

Reputational damage to the City as a place to do business.
20-Mar-2015 15 Apr 2024 Accept Constant

Gregory Moore
Action no Action description Latest Note Action Latest Note |Due Date

owner Date

CRO1L Assurance process with Cabinet Office College The BC software product now Risk connect has been built with rollout beginning across the  |Gary 15-Apr- 30-Jun-

Provide refresher and initial training for Col staff, this Colc January 2023 the onboarding process is now taking place. The intention is for the Dept |Locker 2024 2024
training intended to increase knowledge to ensure BC BC leads end users to familiarise themselves and be confident using the system over the next

plans are able to support the Col maintain its business few months and to input their BIA.

during a major incident, provide an in-depth independent
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oversight of the Col business impact analysis, identifying
its most critical business areas

Challenges around re structure of depts/teams identifying
business continuity leads new member of the resilience
team joining. Meetings have taken place with risk connect
to continue supporting moving forward. There is an admin
and user training session due to take place 29th January
2024

Training set now for 29th January 2024.This will also cover admin users and the aim is for
key depts staff to support others across the use of the system, this is in development. Work
also started on identifying key depts BIA business impact analysis. Work also taking place
with new member of the resilience team to develop BC policy linked to the BIA development.
Work is continuing and going well with departments supporting the BIA and critical services
process. To support staff with BC responsibility the resilience team has commissioned a 1-day
BC management training event to take place April 24th. Procurement are also aware of the
contract renewal with risk connect July 2024

CRO1M process, training, call out process to strengthen the City ~ |LALO support role. This is a revolving process and further refresher and new staff Gary 15-Apr- 30-Jun-
capability and resilience in responding to major incident  |development training and exercise in this role will be sought during 2024 Locker 2024 2024
and complying with the wider London boroughs
standardisation programme

CRO1IN to increase City capability and resilience in also Gold major incident awareness training day completed for new Col Chief Officers 21/10/21  |Gary 15-Apr- 30-Sep-
supporting wider London boroughs during major incident [module 1 included Media. Locker 2024 2024
response, covers the key support functions of emergency
centres and Gold strategic leadership Training event planned for 22/9/23 implications, Humanitarian aspects, Civil Contingencies

Act & Command structure responsibilities. Module 2/3 to follow 2022 Legal Implications &
Public Inquiries session New senior staff to be identified for further training and awareness
process continues as organisation changes continue.
All Completed

To identify new course dates and potential new candidates. 2 senior staff Comptroller and
COO have been given notice of MAGIC course dates 2023. National Multi agency Gold
Incident Command

GOLD course completed September 22nd, 2023; next course set for 26th March 2024
Gold course now complete 26/3/24 all SLT have now attended the internal bespoke training
course. TC has also authorised a bespoke 4-day MAGIC course for SLT to attend with
funding agreed week of 8th March centrally by the Chamberlain. Negotiations with the Police
college MAGIC delivery team will begin once PO and funds agreed and a suitable date with
SLT agreed.
Emergency centres staffed by Col Crisis support team 40 staff currently. Refresher training
and call for new volunteers 2024

CR01Q Plan an annual calendar of IT DR tests, covering critical ~ |A 12-month plan of rolling failover/DR tests has been produced and will commence toward | Chris 19-Apr- 30-Aug-
systems and services the end of the year. These will each cover a specific area of the technology service, starting Rawding 2024 2024
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with the lower risk, lower impact services and ending with a simulation of a cloud Data centre
failure

Following final configuration, the secondary Guildhall internet connection has been failover
tested and is confirmed running Active/active. This is Scenario 3 in the BCDR Plan, in which
we now have 7 scenarios agreed.

Owing to P1 operational issues over the last 6 months, further DR tests have been unable to
take place.

The next Resilience/failover tests is yet to be planned, but responsibility for this will sit with
the new permanent AD CIS, who is due to onboard before June 2024.




